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TAPPING INTO VIRTUAL ENVIRONMENTS XX NEOX

Network Monitoring is essential to protect
against threats and ensure performance!

But how to monitor
your virtual and cloud environments?
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TAPPING INTO VIRTUAL ENVIRONMENTS XX NEOX

PacketRavenVirtual - 100% Network Access in Physical, Virtual Environments & Cloud

With NEOX New
Virtual Network TAP

Full network
transparency

Available for various environments: Azure Cloud, Google Cloud,

No impairment of
of data traffic

AWS, VMware, Dedicated Server, etc. L

For different
environments

= No limitation by network speed

Unrestricted
network speed

= More reliable alternative to virtual port mirroring i
deployable

Alternative to

= Stateful filtering (connection-oriented filtering)

b Ea virtual port mirroring
= Multiple GRE/VXLAN tunnels E) T
GRE/VXLAN
PACKETRAVEN Tunneling
= Supports Aggregation and Regeneration modes (n:1and 1:n) st
tateful Filtering
== Microsol 5 aWS_7 = Easy to install (Debian package) and intuitive to configure s

Regeneration/Replication
1:n

=  Programmed, developed and tested in Germany

Developed & programmed
in Germany

WEHHHOERO®®®®
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DEPLOYMENT SCENARIOS
Physical, Virtual, Cloud




DEPLOYMENT SCENARIO I.: PHYSICAL SERVER | LINUX OS B L\E'EDR%(S

Monitoring Devices / IPS /IDS / ...

Fiife
— — — (@) GRE/VXLAN Tunnel OPERATING SYSTEM oo

9. &
KERNEL

_— -— vManager
Network Packet Broker / Packet Capturing

PacketRaven vTAP can be installed
on any Linux based operating
system.

NEOX' vTAP is a kernel module and
provides you full access/visibility to
the entire network traffic of the

server system. DATA CENTER
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DEPLOYMENT SCENARIO II.: VIRTUAL ENVIRONMENT X NEOX

vManager

Monitoring Devices/ IPS/IDS/ ...

2] = = =
= OPERATING SYSTEM OPERATING SYSTEM o OPERATING SYSTEM o

(@) GRE/VXLAN Tunnel
) Y

B "

] ]
Network Packet Broker / Packet Capturing

kY

KERNEL KERNEL KERNEL

PacketRaven vTAP can be installed
on any Linux based guest systemin a HYPERVISOR
virtualized environment provided by VIRTUALIZATION
VMware, Hyper-V, KVM or similar.

The NEOX vTAP still can make the
whole guest traffic visible as it is

loaded as a kernel module inside
each individual guest system. DATA CENTER

www.neox-networks.com




Monitoring Devices / IPS /IDS / ...

-_—
Network Packet Broker / Packet Capturing

OPERATING SYSTEM .o OPERATING SYSTEM o

‘_QGRE/VXLANTumol 3. X o
m VIke KERNEL N i © KERNEL

= =
Network Packet Broker / Packet Capturing

HYPERVISOR
VIRTUALIZATION

P U B LI c (e.g. VMware, KVM, Hyper-V, etc.) E é
c LO U D : UPERA"NGSVSTEM % UP[RA"NG SYSTEM o

awg : ._ < y > o

I I, Y

KERNEL NTAPS S Y

HYPERVISOR

Since more common installations are fully supported by the NEOX vTAP due to approach of using a kernel module instead of trying to interfere with the hypervisor itself,
even a nested virtualization setup like the one above shows no obstacles for the NEOX vTAP. It mirrors the entire traffic directly from the Linux kernel of each guest system
and sends the traffic out per encapsulated tunnel such as VxLAN or GRE.

www.neox-networks.com



DEPLOYMENT SCENARIO: PHYSICAL | VIRTUAL | CLOUD . ,E\Elﬁm)é

OPERATING SYSTEM o

(@) GRE/VXLAN Tunnel )
s & &0 B § B | n
VIAP KERNEL

Direct Connection

OPERATING SYSTEM o

w

HYPERVISUR OPERATING SYSTEM ., VW“ BERNEL

VIRTUALIZATION

(e.g- VMware, KVM, Hyper-V, etc.)

cocxtTagugn
VTAP KERNEL

Public Cloud

Remote Site e.g. Azure, AWS, Google,...

Data Center

Modular Network TAPs

SPERATAG SBTEH Monitoring Devices / [PS /IDS / ...
"

S Wl @ T
-_— -
Network Packet Broker / Packet Capturing @ ;é
| | 1 n u X
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DEPLOYMENT SCENARIOS
Monitoring Docker Traffic




DEPLOYMENT SCENARIO: MONITORING DOCKER TRAFFIC — CHALLENGE |

OPERATING SYSTEM B OPERATING SYSTEM 2
9. 9.

KERNEL KERNEL P RO B LEM ”
The inter Docker traffic
HYPERVISOR is not going to the hypervisor
VIRTUALIZATION and remains on the host only!

(e.g. VMware, KVM, Hyper-V, etc.)

Public Cloud
e.g. Azure, AWS, Google,...

www.neox-networks.com



DEPLOYMENT SCENARIO: MONITORING DOCKER TRAFFIC — CHALLENGE I Y h'ﬁvlg:!)é

OPERATING SYSTEM 2 OPERATING SYSTEM i
‘..« A.»

o
-

_— — PROBLEM:
‘ Mirroring or Tapping on the
Hypervisor will not allow you to see
R the critical inter Docker traffic.

Q HYPERVISOR C_’:

Public Cloud
e.g. Azure, AWS, Google,...

www.neox-networks.com



DEPLOYMENT SCENARIO: MONITORING DOCKER TRAFFIC - SOLUTION XX NEOX

[m]

OPERATING SYSTEM A OPERATING SYSTEM

Monitoring Devices / IPS /IDS/ ...

j.& g
KERNEL KERNEL -

L ]
Network Packet Broker / Packet Capturing

HYPERVISOR

SOLUTION:

VIRTUALIZATION

o3 Whore W, e, c) NEOXPacketRaven VTAP supports
tapping the ,.inner-guest”/ “inter-
Docker”/ “inner-container” traffic.

Public Cloud
e.g. Azure, AWS, Google,...

1 With NEOX vTAP
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USE CASES & ADVANTAGES




USE CASES & ADVANTAGES X NEOX

W !

m

.

USE CASES

A
=  Get 100% Cloud network data for analysis and troubleshooting @ @
=  Strengthening security defences
=  Reducing performance problems . .
= Consolidation of compliance regulation initiatives

ADVANTAGES OVER VIRTUAL PORT MIRRORING

= More granular, such as an n:1 (aggregation) or a 1:n (regeneration) allocation is possible.

=  Mirror the traffic per direction, e.g. the incoming, the outgoing or the complete network traffic.

= Connect to physical devices via GRE/VXLAN tunneling, which is nearly impossible with port mirroring.
= Stateful filtering for copying only relevant data and relieving attached tools

= Cloud providers can restrict port mirroring according to their terms and conditions.

www.neox-networks.com m



USE CASE: LiveWire | LiveNX X NEOX

PacketRavenVirtual - 100% Network Access in Virtual Environments & Cloud

USE CASES

¥ g SVGN THNRAL S IR 4 N O = Get 100% Cloud visibility for security, analysis and troubleshooting
= Strengthening security defences
= Reducing performance problems

Consolidation of compliance regulation initiatives

GRE/NVxLAN Tunnel 1

Public Cloud

Direct Connection e.g. Azure, AWS

LiveFLow Connection

ADVANTAGES OVER VIRTUAL PORT MIRRORING
= More granular, such as an n:1 (aggregation) or a 1:n (regeneration) allocation

v

Virtual NPB Private Cloud . .
e.0. VMWare, MS IS pOSSIble.

naacener| = Mirror the traffic per direction, e.g. the incoming, the outgoing or the
3 Helvmk Packet ker . Modular Network TAPs ‘ complete “etwork trafﬁc_

~ LiveNX
(s Appliance or Virtual)

= Connect to physical devices via GRE/VXLAN tunneling, which is nearly
impossible with port mirroring.

I 11
- E ﬁ # = Stateful filtering for copying only relevant data and relieving attached tools
_j = Cloud providers can restrict port mirroring according to their terms and
LiveWire - Network Forensics Solution = - - = E = - @ c0ndil‘i0ns.
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CONTACT

THANK YOU FOR YOUR INTEREST -
PLEASE FEEL FREE TO CONTACT US!

Our expertise - your success

Www.neox-networks.com

© NEOX NETWORKS GmbH
Monzastr. 4
63225 Langen
Germany

Q T1:+49 6103 37 215-910

o solutions@neox-networks.com

o www.neox-networks.com
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https://goo.gl/maps/f8AhN
tel:0049610337215910
mailto:info@neox-networks.com
https://www.neox-networks.com/en/

